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DETAILED ACTION 

1 . The application has been examined. Claims 1 - 30 are pending in this office 
action. 

Claim Rejections - 35 USC § 101 

2. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

3. Claims 21 -30 are rejected under 35 U.S.C. 101 because the claimed invention 
is directed to non-statutory subject matter. Claims 21 - 30 are rejected because the 
language of claim 21 in view of the definition of the computer program product from the 
detailed description of the embodiments (Page 13 lines 14-19) recites carrier and 
signals which are not considered as tangible and do not form the basis of statutory 
subject matter under 35 U.S.C. 1 01 . 

To expedite a complete examination of the instant application the claims rejected 
under 35 U.S.C. 101 (non-statutory) above are further rejected as set forth below in 
anticipation of applicant amending these claims to place them within the four categories 
of invention. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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5. Claims 1 - 30 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Saito et al. ('Saito' herein after) (US 6,599,324 B2) further in view of Schneck et al. 
('Schneck' herein after) US 6,314,409 B2. 

With respect to claim 1 , 

Saito discloses a computer system for protecting electronic documents, 
comprising: 

- a repository for storing an electronic document having a document attribute 
(Figure 2, lines 22 - 27, Saito); 

- an access layer used by an accessor to access at least one portion of the 
electronic document, the accessor having an accessor attribute (Figure 8 and 
column 2 lines 11 - 24, Saito); 

- a rule set (column 8 lines 3-9, Saito); and 

- an expert system operable to determine an access behavior with regards to 
the at least one portion by evaluating rules of the rule set with reference at 
least to the document attribute and the accessor attribute when the accessor 
tries to access the at least one portion using the access layer (column 8 lines 
12-34, Saito). 

Saito however does not disclose the rule set as claimed. 
Schneck teaches the rule set as claimed (column 34 lines 28 - 43, Schneck). 
It would have been obvious to one of ordinary skill in the art of data processing at 
the time of the present invention to combine the teachings of cited references because 
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both the inventions deal with access rights and management of the documents. Also 
Schneck's system would provide control access not only for the document as a whole 
but also in portions and this would be provided using the rules from the rule set (column 
7 lines 23 -31, Schneck). 

6. Claims 2-11 are rejected under the same rationale given for claim 1 . The 
citations of the elements claimed and taught are listed below. 

With respect to claim 2, 

Schneck teaches the computer system of claim 1, where the rule set is stored in 
a knowledge base and the access behavior is defined in the knowledge base (column 
10 lines 1 - 5 and column 19 lines 30 - 55, Schneck). 

With respect to claim 3, 

Saito discloses the computer system of claim 1 , where the expert system returns 
the access behavior to the access layer to control the access of the accessor (Figure 4, 
column 9 lines 19-32, Saito). 

With respect to claim 4, 

Saito discloses the computer system of claim 1, where the rule set has a rule that 
uses the accessor attribute and the document attribute to assert a condition on the 
basis of a value of the accessor attribute and a value of the document attribute (column 
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With respect to claim 5, 

Saito discloses the computer system of claim 1 , where the access layer learns 
about the document attribute of the document by using a generic interface (column 10 
lines 45 - 55, Saito). 

With respect to claim 6, 

Saito discloses the computer system of claim 5, where the expert system 
retrieves structure meta data of the document that describes the structure of the 
document (column 11 lines 15-30, Saito). 

With respect to claim 7, 

Schneck teaches the computer system of claim 6, where the structure meta data 
indicates that the at least one portion is an inner sub-portion of an outer portion of the 
document and the access layer allows the accessor to access the inner sub-portion but 
prevents the accessor from accessing the outer portion (column 25 lines 52 - 58, 
Schneck). 

With respect to claim 8, 

Saito discloses the computer system of claim 6, where the structure meta data 
has at least one structure element that is associated with a key that influences the 
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access behavior for the at least one structure element (column 13 lines 4-13, Saito). 

With respect to claim 9, 

Saito discloses the computer system of claim 1 , where a framework generates a 
runtime representation of the document that references the document and reflects the 
access behavior with respect to the accessor (column 14 lines 55 - 65, Saito). 

With respect to claim 10, 

Schneck teaches the computer system of claim 1 , where at least one of: 

- the document attribute comprises at least one of document type, document 
structure information, document meta data, document relationship 
information, and document access behavior (column 7 lines 2-11, Saito); 

- the accessor attribute comprises at least one of user role, user group, 
process type, and application type; the access behavior comprises at least 
one of hidden, protected, read, modify, delete, create, print, copy, transport, 
archive, and custom access behavior (column 25 lines 20 - 45, Schneck); 
and 

- the accessor comprises at least one of user, application, and process (column 
7 lines 35-45, Saito). 



With respect to claim 1 1 , 
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Schneck teaches the computer system of claim 1 , where a change of the rule set 
affects substantially simultaneously the access behavior to the at least one portion 
without the need to change the document or the accessor (column 7 lines 22 - 40, 
Schneck). 

With respect to claim 12, 

Saito discloses a method for controlling access to electronic documents, 
comprising: 

- receiving a request of an accessor to access at least one portion of an 
electronic document stored in a repository (Figure 2, lines 22 - 27, Saito), 
with the electronic document having a document attribute and the accessor 
having an accessor attribute (Figure 8 and column 2 lines 1 1 - 24, Saito); 

- requesting authorization information from an expert system with regards to 
the authorization of the accessor to the at least one portion (column 8 lines 3 
- 9, Saito); 

- receiving from the expert system the authorization information including an 
access behavior with regards to the at least one portion, where the access 
behavior is determined by applying rules of a rule set to data comprising at 
least the document attribute and the accessor attribute; and granting the 
accessor access to the at least one portion according to the access behavior 
(column 8 lines 12-34, Saito). 

Saito however does not disclose the rule set as claimed. 
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Schneck teaches the rule set as claimed (column 34 lines 28 - 43, Schneck). 

It would have been obvious to one of ordinary skill in the art of data processing at 
the time of the present invention to combine the teachings of cited references because 
both the inventions deal with access rights and management of the documents. Also 
Schneck's system would provide control access not only for the document as a whole 
but also in portions and this would be provided using the rules from the rule set (column 
7 lines 23 -31, Schneck). 

7. Claims 13-20 are rejected under the same rationale given for claim 12. The 
citations of the elements claimed and taught are listed below. 

With respect to claim 13, 

Schneck teaches the method of claim 12, where the access behavior is defined 
in a knowledge base and the rule set is stored in the knowledge base (column 10 lines 1 
- 5 and column 19 lines 30 - 55, Schneck). 

With respect to claim 14, 

Saito discloses the method of claim 12, where the rule set has a rule that uses 
the accessor attribute and the document attribute to assert a condition on the basis of a 
value of the accessor attribute and a value of the document attribute (column 10 lines 
17-29, Saito). 
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With respect to claim 15, 

Saito discloses the method of claim 12, further comprising: generating a runtime 
representation of the document that references the document and reflects the access 
behavior with respect to the accessor (column 14 lines 55 - 65, Saito). 

With respect to claim 16, 

Schneck teaches the method of claim 15, further comprising: 

- receiving an event from at least one of the document and the runtime 
representation, where the event is triggered by a change of the document 
(column 7 lines 2-11, Saito); 

- causing the expert system to determine an updated access behavior in 
accordance with the change; and notifying at least one of the document and 
the runtime representation about the updated access behavior (column 14 
lines 55 - 65, Saito). 

With respect to claim 17, 

Saito discloses the method of claim 12, further comprising: retrieving structure 
meta data of the document that describes the structure of the document (column 1 3 
lines 4- 13, Saito). 

With respect to claim 18, 
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Schneck teaches the method of claim 17, where the structure meta data 
indicates that the at least one portion is an inner sub-portion of an outer portion of the 
document, and where the granting the accessor access further comprises: allowing the 
accessor to access the inner sub-portion; and preventing the accessor from accessing 
the outer portion (column 25 lines 52 - 58, Schneck). 

With respect to claim 19, 

Schneck teaches the method of claim 12, where the access behavior comprises 
at least one of hidden, protected, read, modify, delete, create, print, copy, transport, 
archive, and custom access behavior (column 25 lines 20 - 45, Schneck). 

With respect to claim 20, 

Schneck teaches the method of claim 12, further comprising: changing the rule 
set and affecting substantially simultaneously the access behavior to the at least one 
portion without the need to change the document or the accessor (column 7 lines 22 - 
40, Schneck). 

With respect to claim 21 , 

Saito discloses a computer program product, tangibly embodied on an 
information carrier, comprising instructions operable to cause data processing 
apparatus to: 
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- receive a request of an accessor to access at least one portion of an 
electronic document stored in a repository (Figure 2, lines 22 - 27, Saito), 
with the electronic document having a document attribute and the accessor 
having an accessor attribute (Figure 8 and column 2 lines 11 - 24, Saito); 

- request authorization information from an expert system with regards to the 
authorization of the accessor to the at least one portion (column 8 lines 3-9, 
Saito); 

- receive from the expert system the authorization information including an 
access behavior with regards to the at least one portion, where the access 
behavior is determined by applying rules of a rule set to data comprising at 
least the document attribute and the accessor attribute; and grant the 
accessor access to the at least one portion according to the access behavior 
(column 8 lines 12-34, Saito). 

Saito however does not disclose the rule set as claimed. 

Schneck teaches the rule set as claimed (column 34 lines 28 - 43, Schneck). 

It would have been obvious to one of ordinary skill in the art of data processing at 
the time of the present invention to combine the teachings of cited references because 
both the inventions deal with access rights and management of the documents. Also 
Schneck's system would provide control access not only for the document as a whole 
but also in portions and this would be provided using the rules from the rule set (column 
7 lines 23 -31, Schneck). 
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8. Claims 22 - 30 are rejected under the same rationale given for claim 21 . The 
citations of the elements claimed and taught are listed below. 

With respect to claim 22, 

Schneck teaches the product of claim 21 , where access to the at least one 
portion of the electronic document is provided only through an access layer comprising 
the instructions to receive a request, request authorization, receive from the expert 
system authorization information, and grant the accessor access (column 7 lines 20 - 
35, Schneck). 

With respect to claim 23, 

Schneck teaches the product of claim 21, where the access behavior is defined 
in a knowledge base and the rule set is stored in the knowledge base (column 10 lines 1 
- 5 and column 19 lines 30 - 55, Schneck). 

With respect to claim 24, 

Saito discloses the product of claim 21 , where the rule set has a rule that uses 
the accessor attribute and the document attribute to assert a condition on the basis of a 
value of the accessor attribute and a value of the document attribute (column 10 lines 
17-29, Saito). 



With respect to claim 25, 
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Saito discloses the product of claim 21 , further comprising instructions to: 
generate a runtime representation of the document that references the document and 
reflects the access behavior with respect to the accessor (column 14 lines 55 - 65, 
Saito). 

With respect to claim 26, 

Schneck teaches the product of claim 25, further comprising instructions to: 

- receive an event from at least one of the document and the runtime 
representation, where the event is triggered by a change of the document 
(column 7 lines 2-11, Saito); 

- cause the expert system to determine an updated access behavior in 
accordance with the change; and notify at least one of the document and the 
runtime representation about the updated access behavior (column 14 lines 
55 - 65, Saito). 

With respect to claim 27, 

Saito discloses the product of claim 21 , further comprising instructions to: retrieve 
structure meta data of the document that describes the structure of the document 
(column 13 lines 4-13, Saito). 



With respect to claim 28, 
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Schneck teaches the product of claim 27, where the structure meta data 
indicates that the at least one portion is an inner sub-portion of an outer portion of the 
document, and where the granting the accessor access further comprises: allowing the 
accessor to access the inner sub-portion; and preventing the accessor from accessing 
the outer portion (column 25 lines 52 - 58, Schneck). 

With respect to claim 29, 

Schneck teaches the product of claim 21, where the access behavior comprises 
at least one of hidden, protected, read, modify, delete, create, print, copy, transport, 
archive, and custom access behavior (column 25 lines 20-45, Schneck). 

With respect to claim 30, 

Schneck teaches the product of claim 21 , further comprising instructions to: 
change the rule set and affecting substantially simultaneously the access behavior to 
the at least one portion without the need to change the document or the accessor 
(column 7 lines 22 - 40, Schneck). 



Application/Control Number: 10/722,373 
Art Unit: 2166 



Page 15 



Contact Information 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Navneet K. Ahluwalia whose telephone number is 571- 
272-5636. The examiner can normally be reached on 8:30am - 5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Alam T. Hosain can be reached on 571-272-3978. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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